	
	
	[image: image1.emf]



Kaspersky Small Office Security 2:

Release notes

Contents

31
Purpose of Kaspersky Small Office Security 2


32
Minimum configuration requirements


32.1
General requirements


32.2
Operating systems


32.2.1
For personal computers


42.2.2
For file servers


53
Installing Kaspersky Small Office Security 2


64
Main features


75
What's new in Kaspersky Small Office Security 2


86
Main known issues


107
Additional sources of information




1 Purpose of Kaspersky Small Office Security 2

Kaspersky Small Office Security 2 is a solution for small organizations with their own local network of no more than ten computers. Kaspersky Small Office Security 2 protects the computer network from viruses and other threats. 

Kaspersky Small Office Security 2 consists of two parts:

· Kaspersky Small Office Security 2 for Personal Computer is installed on personal computers under the Microsoft Windows operating system. The application provides maximum protection for data on the computer, safe browsing on the Internet, flexible configuration of policies for different users on the computer and the Internet, and tools for the remote management of office network computers.

· Kaspersky Small Office Security 2 for File Server is installed on file servers under the Microsoft Windows operating system. The application provides protection for data on the computer and tools for the remote management of office network computers.

2 Minimum configuration requirements

2.1 General requirements

· 500 MB free hard drive space.

· CD-ROM (to install Kaspersky Small Office Security from the distribution CD).

· Microsoft Internet Explorer 6.0 or higher (for updating application's databases and software modules via Internet).

· Microsoft Windows Installer 2.0.

· Mouse pointing device.

· Internet connection to activate Kaspersky Small Office Security.

2.2 Operating systems

2.2.1 For personal computers

· Microsoft Windows XP:

· Home Edition Service Pack 3,

· Professional Service Pack 3,

· Professional x64 Edition Service Pack 2.

Intel Pentium 300 MHz processor or higher (or a compatible equivalent);

256 MB of free RAM.

· Microsoft Windows Vista (32-bit / 64-bit, Service Pack 2):

· Home Basic,

· Home Premium,

· Business,

· Enterprise,

· Ultimate. 

Intel Pentium 1 GHz 32-bit (x86) / 64-bit (x64) processor or higher (or a compatible equivalent); 

1 GB of free RAM.

· Microsoft Windows 7 32-bit (x86) / 64-bit (x64)*:

· Home Premium,

· Professional,

· Ultimate.

Intel Pentium 1 GHz 32-bit (x86) / 64-bit (x64) processor or higher (or a compatible equivalent);

1 GB RAM (for 32-bit systems); 2 GB RAM (for 64-bit systems).

* Restrictions for 64-bit operating systems:

· You cannot enable Safe Run when working under a Microsoft Windows XP (64-bit) operating system. Safe Run is restricted when working in Microsoft Windows Vista (64-bit) and Microsoft Windows 7 (64-bit) operating systems.

· Password Manager cannot run under 64-bit operating systems.

2.2.2 For file servers

· Microsoft Windows Server 2008 R2:

· Foundation

· Standard

Intel Pentium 1.4 GHz 64-bit (x64) or a dual core 1.3 GHz processor or higher (or a compatible equivalent);

512 MB of free RAM.

· Microsoft Windows Small Business Server 2011*:

· Essentials (codename ‘Aurora’)

· Standard (codename ‘7’)

Intel Pentium 2 GHz 64-bit (x64) processor or higher (or a compatible equivalent);

4 GB of free RAM.

· Microsoft Windows Server 2003 Standard
Intel Pentium 1.4 GHz 64-bit (x64) or a 1 GHz processor or higher (or a compatible equivalent);
512 MB of free RAM.

* At the time of release, Kaspersky Small Office Security 2 does not support Microsoft Windows Small Business Server 2011 Essentials ("Aurora") and Microsoft Windows Small Business Server 2011 Standard ("SBS 7") operating systems, because they are not yet officially released by Microsoft. For up-to-date information about the support of these operating systems, refer to the Kaspersky Lab website, the page providing information about Kaspersky Small Office Security (http://www.kaspersky.com/small-office-security).

3 Installing Kaspersky Small Office Security 2

To install the application, open the setup file and follow the instructions of the Setup Wizard.

Kaspersky Small Office Security 2 for Personal Computer and Kaspersky Small Office Security 2 for File Server are included in the common installation package. When installing Kaspersky Small Office Security, the Setup Wizard defines which application should be installed on your computer - Kaspersky Small Office Security 2 for Personal Computer or Kaspersky Small Office Security 2 for File Server - based on the information about the operating system.

During the installation, Kaspersky Small Office Security 2 also detects applications, which may lead to a slowdown (or even inoperability) of the user’s computer, if run simultaneously with Kaspersky Small Office Security 2, and allows removing them.

4 Main features

Kaspersky Small Office Security 2 provides real-time protection of your computer against all types of data threats, prevents the user’s data from loss and unauthorized use, protects the company employees against threats related to the use of computers and the Internet, and manages the security of all computers on the office network from any of them.

· State-of-the-art anti-virus technologies implemented in Kaspersky Small Office Security 2 protect against such cutting-edge data threats as viruses, Trojans, worms, rootkits, bootkits, botnets, and other illegal ways used for remote management of users’ computers, theft of logins, passwords, and other personal data stored on your computer, spam and phishing, hacker attacks and unsolicited web content.  

· Proactive Defense technologies implemented in Kaspersky Small Office Security 2 protect against emerging threats by means of a behavior analyzer, which monitors the behavior of applications on your computer and interferes in actions performed by applications whose behavior has been classified as suspicious or dangerous.

· The Application Control system monitors the actions of applications that are run on your computer, and restricts access to crucial segments of the operating system and the user’s personal data. Applications are divided into groups (trusted, low restricted, high restricted, and untrusted) according to data received from Kaspersky Lab’s reputational services. Restrictions imposed on the application depend on which group that application belongs to. 

· A unique technology called Sandbox uses virtualization principles to create a safe environment for running applications. This safe environment allows the users to test new software in an isolated area that protects the operating system against all changes. The number of web browsers and other applications run in the safe environment simultaneously, is unlimited. 

· A set of tools used for protection of the user’s personal data, automatically closes access of an incautious user to known phishing websites and blocks keyloggers aimed at stealing passwords and access codes. 

· The Anti-Spam technology, which allows reducing the number of unwanted messages significantly, has been implemented based on two groups of methods, exact and expert methods. Exact methods allow applying strict filtering criteria to a message, which help determine whether this message is spam or not. Expert methods allow examining email messages that have already passed the filtering. 

· The Backup module ensures storage and protection of important user's data (documents, photos, or music) against loss and corruption caused by malware, unintended deletion, or failure of the hard drive.  Backup copies of data are created in dedicated storage areas on a medium selected by the user, and allow quick data recovery in case of data loss.   

· Web Policy Management allows imposing flexible restrictions on access to Internet resources and applications for company employees, and viewing statistical reports on the users’ activities. The rational use of Web Policy Management functions can significantly increase the productivity of employees' work.

· Up-to-date transparent encryption technologies provide comprehensive protection of the user’s data against unauthorized access or theft by creating dedicated data storages, or container files. After a container file is connected, you can handle it as a protected virtual disk drive. In case of a virus attack, when working in unprotected wireless networks, if a USB drive or a notebook is lost or stolen, Kaspersky Small Office Security 2 ensures confidentiality of encrypted data. 

· Password Manager securely stores passwords and other account data of the user, while ensuring privacy when filling in various authentication fields. Password Manager sticks passwords and accounts to Microsoft Windows applications and web pages for which they are used. After a web page is opened or an application is started, the user name and the password are entered automatically. 

· Management Console allows starting virus scan tasks and update tasks for the whole network or for selected computers, manage the backup copying of data, and configure Web Policy Management settings on all computers within the network immediately from your workspace. Thus, the remote security management is provided for all computers on the office network.

5 What's new in Kaspersky Small Office Security 2

Kaspersky Small Office Security 2 is a versatile tool designed to protect the office network against all types of data threats. Kaspersky Small Office Security 2 ensures protection against viruses and malware, unknown threats and Internet fraud, allows monitoring the users’ access to the computer and the Internet, creating backup copies of data and encrypted containers to store privacy data, and managing the security of computers on the office network from the administrator’s workstation.

The multifaceted protection covers all channels of data transfer and exchange. Flexible configuration of each protection component allows adapting Kaspersky Small Office Security 2 to the needs of any individual user.

The following innovations have been introduced in Kaspersky Small Office Security 2:

· Updated anti-virus kernel for more effective detection of viruses.

· Improved user interface for easier control.

· Data Encryption component added.

· Password Manager component added (only in Kaspersky Small Office Security 2 for Personal Computer). 

· Backup component added.

· Management Console component added.

· Virtual Keyboard added.

· Web Policy Management component added (only in Kaspersky Small Office Security 2 for Personal Computer).

· Added Vulnerability Scan component and other tools for improving the computer performance and providing its security.

· Users can now participate in the Kaspersky Security Network and gain access to Kaspersky Lab's online knowledge database, which contains information about the security of files, online resources, and software.

6 Main known issues

1. If a threat in OLE object is detected, the application does not suggest the user to perform disinfection. The file in which the threat was detected can be placed in quarantine or removed. 

2. Web Anti-Virus does not notify the user about downloaded files. 

3. When a program with a long name is added to the list of programs to be started in Safe Run, there appears in the list a scroll bar, which may be inconvenient to use. 

4. Problems with display of some files in special defragmentation software PageDefrag are possible. 

5. In some cases the "^" key on the virtual keyboard stays pressed. You need to right-click the key to release it. 

6. Complex filtering may work incorrectly in report windows. 

7. Emails received in the common Microsoft Windows environment may not be displayed in the Safe Run in the Microsoft Outlook Express (Windows Mail) email client.

8. When the Permanently Delete Data function is used in XP Mode in Windows 7, an error deleting file(s) may be reported. However, the files are deleted without any possibility of restoring them.

9. An encrypted container, connected as a virtual disk drive, cannot be disconnected by means of the "Eject" command in the Windows Explorer context menu. To disconnect encrypted containers, use the "Disconnect container" item in the Windows Explorer context menu of the disk drive or the "Encrypt data" option in the Kaspersky Small Office Security 2 interface.

10. When using some HTTP proxies, interception of IM may be not possible in some protocols.

11. In Windows XP, data restore from backup using the Recovery Tool is only possible if you have logged in under an account included in the "Backup operators" group or the "Administrators" group of users. For other accounts, data restore will not be performed due to a file access error.

12. In Microsoft Windows 7, closing of all windows from the taskbar is not supported.

13. In Microsoft Windows 7, closing the product window by previewing the toolbar is not supported.

14. The full-fledged switch to the English localization using SHIFT+F12 only works from the main window of the product.

15. The order in which statuses are displayed in the main application window next to the protection status indicator, may not match the status' priorities.

16. While the backup task is running, the status "One of the backup tasks failed to complete" is displayed in the main application window next to the protection status indicator.

17. The default protection settings cannot be restored.

18. AVZ reports cannot be created in 64-bit operating systems.

19. The main window help cannot be opened by pressing F1. It is opened by pressing the hot key with ALT.

20. Password Manager supports ICQ and QQ2009 instant messaging clients with a limited functionality: automatic fill-in of fields is only possible after the account is added to the Password Database manually.

21. Password Manager does not support the web browser Opera.

22. The list of trusted web addresses in Password Manager is not saved after application restart.

23. The option to autofill user accounts on the http://mail.126.com website when using Internet Explorer 8 is missing from Password Manager.

24. Automatic startup of backup fails when a removable medium is connected.

25. After a backup storage is deleted, it remains on the list of available storages until the Backup window is closed or the user switches to another window.

26. Enabling control of communication in social networks may block logging in Facebook.

27. IM control in the Web Policy Management does not intercept the following messages:

· Some messages transferred by the Jabber protocol via Miranda IM.

· Messages transferred via Google Talk.

28. If Web Policy Management has imposed a time limit on the use of computer, no notification of the forthcoming end of the session is displayed.

29. Blocking some applications by means of the Web Policy Management may result in error notifications (for example, when blocking the startup of qqdownload.exe) or freeze the operating system (for example, when blocking the startup of qq.exe).

30. Office Update Server cannot be removed from the list of computers in the Management Console Configuration Wizard as long as it remains the office update server.

31. When viewing the list of issues for Management Console, some actions on the list are unavailable (both for remote computers and for the local computer).

32. In the "Trial license installed" status (for remote computers), an invalid date of license expiration (date of local computer license expiration) is displayed, if the license status is viewed from Management Console.

33. Irreversible deletion of files with very long names is not supported.

34. The Anti-Spam plug-in does not support Thunderbird 3.1 and Thunderbird Portable.

35. The URL Advisor plug-in (including the Virtual Keyboard) does not support Internet Explorer 9 and Mozilla Firefox.

36. The activation process freezes for a while if the "Activate later" option is selected in the Activation Wizard.

37. Sometimes, files created by applications in the Safe Run cannot be deleted when the Safe Run is cleared.

38. Starting the application removal process during an update causes the removal process to be suspended until the update finishes.

39. Running updates of anti-virus databases and application modules can sometimes slow the operation of the computer.

40. Tasks run according to schedule are not suspended under server-based operating systems in full-screen mode or in presentation mode.

41. Shortcuts for containers are not supported under the Microsoft Windows XP 64-bit operating system.

42. Help is not available if the application is installed in a folder named in a language other than the one used by the operating system interface.

43. When removing the application from Microsoft Windows Server 2003, files with the .dat extension are not deleted from the folder, to which the application was installed.

7 Additional sources of information

· Knowledge Base: http://support.kaspersky.com/ksos
· Forum: http://forum.kaspersky.com
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